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gy Sasser worm spreading quickly
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Monday, May 2, 2004 Fosted: 5:19 Fh EDT (2112 GMMT)

Technoleoy (CNN) -- Computer security

expeaerts are dealing with at
least four variants of a worm
that is spreading quickly
through Windows operating
systems.

LScience & Space
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Entertainment
Trawel

Education

Special Reports

E*?EI?—:'F-; Known as SasserA, SasserB, Sasserc
-:I.-=-;-'.--_ _'__; and SasserD, the waorm is targeting

g Windowes 2000, Windows P and
Windowes 2000 and 2003 semers. Other
Windows systems, including WWindows

945, 98 and ME, could be indirectly RELATED
m affected.
Yideo = Gallery: Abhout the Sasser workm
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Worm strikes down Windofﬁrs 2000
systems

Microsoftin 'emergency response’ as worm reported on three
continents

Wednesday, August 17, 2005; Posted: 11:02 a.m. EDT (15:02 ShaA T2

WASHINGTOM (CHM) -- A Fast-
moving computer worm Tuesday
attacked computer systems
using Microsoft operating
systems, shutting down
computers in the United States,
Germany and Asia.

Armond those hitwere offices on Capitol
Hill, which is in the midst of August
recess, and media organizations,
including CrML, ABC and The PMew York
Times. Caterpillar Iinc., in Pearia, Hlinois,
reportedly also had problems.
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Sasser author gets suspended term

Wednesday, August 17, 2005; Posted: 12:29 p.om. EDT (16:28 GMT)

BERLIN, Germany (CHN) -- A
German court has convicted the
teenager who created the
Sasser worm that snarled tens of
thousands of computers last
year and sentenc¢ed him to 21
meonths' probation.

Sven Jaschan, 19, from the narthwest
town of Waffensen, could have faced five
vears in prison as an adult but was tried
as a minar because the court determined
he created the virus when he was 17, said
Katharina Kreutzfeldt, spokesworman for
the Verden State Court outside Bramen.

(0LOHd Jd-)

] Jaschan had admitted to data
As part ofthe sentence, Jaschan will have  manipulation, computer sabotage and

to perform 30 hours of cammunity wark, interfering with public services.

either at a hospital or & retirement home,

Kreutzfaldt said. what's this?
Orbitz: Discount British Airway

Progecutors sav Jaschan sent the Tickets

computer warm on the Internet on his 15th | Book all your travel in one place ot

hirthday, April 29, 2004, Orlb'rtz.cnm. Our incredibly low Wish-
only...
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. Beware of Zombies

Attack of the Chinese Zombies

The wave of cyberprobes or cyberattacks against Pentagon networks and government computer
systems in France, Germany, New Zealand and the United Kingdom this summer appears to
emanate from China, but no one in authority in the Defense Department or any of the other

countries that have been victimized seems willing to finger the Chinese government or military as
the culprit.

$ [###0 %1 0 .2 23 234 #0 2 256 27 38 940 .
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Rootkits emerge as a maturing IT threat

By William Jackson, GCM Staff

@Et:-"}rT:-:-s: Print this | Email this | Purchase a Reprint | Link to this pags LiStEI'I io tl‘us Stl]ﬂr' ‘::u

LAS VEGAS—Rootkits are emerging as an increasingly stealthy method of

insinuating malicious code in target IT systems. Interest in them has

Hidden software on Sony CDs exploded in the last year—s0 much so that rootkits now warrant a track of
could have you singing a their own at this week's Black Hat Briefings, with no fewer than six
sorrowful tune presentations on new techniques for deploying them and methods for

countering them.

Test Drive: Vista makes new

strides The threat is not the wholesale infection carried out by broadcast viruses,

but targeted attacks that fly under the radar and remain hidden once they
have penetrated the defenses.

Arootkitis code surrepfitiously installed and running on a computer that typically burrows deep enough inta the
aperating system kernel that it is not easily detected.
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Court T

L. n
v Tuesday, August 12, 2003 Posted: 1:1 Fhd EDT (1714 ShT)
Technology

Science & Space

Health
Stor
P Tnnlz (@ "5 SAWE THIS (B EMAIL THIS (@ SEYFPRINT THIS (&5 MOST POPULAR

Trawel

Education

Special Reports (Court TVY) --In the latest bout of computer mischief, hackers
NEWSN'GHT have developed the ability to make their victims 00K like
WITH aaRON BROWN JERHSINIETL-S

WEEKMIGHTS
(F_hr 1"'1 1 7 ':II r'l'1| E_-IT

Mew "Trajan harse" virdses -- downloaded via seemingly harmless e-mail,

SERWICES shared files or links -- allow a hacker to secretly take over someone's computer
Yideo and then use itto send out mMore wirdses, pornodraphy or other illegal materials.
E-Mail Services
ChMNto GO "They can basically corme and go at will," said Paul Coggins, a farmer LS.

SEARCH attorney from Texas. "The amount of damane they can do is incalculakble,
really. They might take over your e-mail, attach a kiddie porn picture, and send it

out to evervaone on your e-rmail list with the subject line, Thought you mMight be

veb i* ChM.com ©

| interested in this.”
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Don't Learn to HACK - Hack to LEARN

HACKING, CRACKING AND COMPUTER SECURITY

Ads by Google Hacking 3 ord Facket Sniffer Biog P
# Malware Honeypot Projects U2 considers banning DRM rootkits - Sony BMG » Search

2 Navigation
Password Cracking with Rambowecrack and -
Rambow Tables

What is RainbowCrack & Rainbow Tables?

Recommended

Get tangeted ads an your
site with Google AdSense

RainbowCrack is a general propose implementation of Philippe Cechslin’s faster

|§ Get Firefox with ‘
Google Toolbar

Users Online

Recent Comments
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‘Badtrans® worm leaves backdoors, logs data

Mowvember 26, 2001 Posted: 2:33 p.m. EST (1933 ST Frown. .
By Sam Costello AM IDG.net SITE
(IDM3) - A new variant of a mass-

mailer Intermet worm that installs a
backdoor program which can allow
attackers to access recipients”
computers was spreading on the
Internet Monday, according to virus
alerts firom a number of antivirus
companies.

The worm, called "Badtrans. B.)" 15 a news
@5 SAVE THIS (@ EMAIL THIS wariant of the older "Badtrans" swiras,
(@ (= PRINT THIS (@57 MOST POPULAR according to antivinis companies. The
wanant 15 executed when a user opens an
infected e-mail and does not reguire a
user to click on an attachtnent, as mmaty mass mailer wortms do, according to
Actiwis and TruSecure wiras alerts. The worm exploits a security valherahility in
Liicrosoft's Cutlools and Outlook Espress e-mail clients to automatic ally execute
the attachinent when the e-rnail 15 opened, they said.

Badtrans 15 even more dewvious m that it armives in the recipient's in-box wath a
"Ee:" subject ine to an e-mail actually sent by the user, according to
Licéafee com and TruZecure.
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